N\

\ _.4-,
\\ >
"

Isolator Platform Jg.oow duwwlio

Kasm I.a b|_¢w|

1S0LATOR
PLLATFORM




0Lez S o e Bids 1305 o 4L (515 (5148 (55 Lwalgil (S S (6 gl y
(5L 9 L8 3IS 3Ly 9 olylS vl (5 45 (lg2 (S e Lol (ol LS 268
Isolator o0 1,8 o LS |y ()Lg> 99 pulg> (e dicw (10l 0 aig o las gy (sLoo
o=l o (Gl Lo aigai (yivabaislun )l -S0) Kasm g )L w! Platform

ol (ySae Glooliil g loesglés dogaiailgs )l a0 ygus all dunlis

Features RBI

Containerized Streaming Browsers

Eachuser sessionrunsinaDocker ©
container

Containers are destroyed after use,
ensuring non-persistence and session Ok -> based on policy
isolation

Multiple browser types supported )
(Chrome, Firefox, custom builds)
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Remote Streaming viaWebRTC/VNC/RDP

Renders the browser sessionon the o
server
Streamsdisplay to the user’s local )

device (like VDI but lightweight)

No web traffic ever touches the endpoint ©
directly

Zero Trust & Identity-Aware Access

Integrates with SSO,LDAP, SAML,

OpenlD, etc. Ldap, openid
Policy-based access control (who can )
access what, when, and how)
Context-aware controls (geolocation,
device, risk-based decisions) o

Granular Security Controls

Clipboard, file transfer, printing, ©
downloads/upload permissions

URL filtering, content filtering, and ©
session time limits

Prevents data exfiltration or local
compromise o

Support for Private and Public URLs

Secure access to both publicinternet
andinternal/private applications ©
through anisolated browser

Canbeused for secure BYOD or L)
third-party vendor access

High Performance & Low Latency

Secure access to both publicinternet
andinternal/private applications ©
through anisolated browser

Autoscaling for large user bases
(Kubernetes-compatible) [ x)
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Audit Logging & Session Recording

Logs of user activity, URL visits, © ©
session durations, and actions

An optional full session recording for )

compliance and forensic analysis (/]
DevSecOps-Friendly Deployment
Easily deployable via Docker Compose,
Helm Charts, or in CI/CD pipelines Partial ©
APIs for integration and automation
o ©
Can be hosted on-premise, in cloud, or
hybrid Only on prem currently ©
Custom Workspace Images
Support for creating tailored
container images with pre-installed o ©
tools

Useful for red teams, developers, or )

specialized browser environments ©
SecureFile Handling

File downloads and uploads are ©

scanned and/or sandboxed ©

Optionalintegration withDLP and AV © ()
tools



